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Getting Started

Please follow the instructions provided by the instructor to start your lab and access your jump host.

Note: All work for this lab will be performed exclusively from the Windows jumphost. No installation or
interaction with your local system is required.

1.1 Lab Topology

The following components have been included in your lab environment:
* 1 x F5 BIG-IP AFM VE (v13.1.0.6)
» 2x vyOS routers (v1.1.8)
* 1 x Flowmon Collector (v9.01.04)/DDoS Defender (v4.01.00)
» 1 x Webserver (Ubuntu 16.04)
* 1 x Jumphost (Windows 7)
1 x Attacker (Ubuntu 16.04)

1.1.1 Lab Components

The following table lists VLANS, IP Addresses and Credentials for all components:




Component

VLAN/IP Address(es)

Connection Type, Credentials

mph RDP 1 P Ord!
Jumphost . Management: 10.1.1.199 external_user/P@sswOrd
» Users: 10.1.10.30
* Internal: 10.1.20.30
« Servers: 10.1.30.30
BIG-IP AFM TMUI i i
- Management: 10.1.1.7 Uladmin/admin
* Internal: 10.1.20.245
Flowmon Col- TMUI admin/admi
lector/DDoS * Management: 10.1.1.9 acminiacmin
Defender * Internal: 10.1.20.10
Router 1
outer - Management: 10.1.1.10 ssh vyos/vyos
» Users: 10.1.10.243
« Internal: 10.1.20.243
Router 2 h
ourter - Management: 10.1.1.11 ssh vyos/vyos
» Users: 10.1.10.244
* Internal: 10.1.20.244
Attack i i
acker . Management: 10.1.1.4 ssh f5admin/f5admin
» Users: 10.1.10.100
Webserver ssh f5admin/f5admin

Management: 10.1.1.6
Servers: 10.1.30.252




Module — Deployment use case and Lab diagram

In this module you will learn about common use-case for AFM/DHD + Flowmon out-of-path DDoS protection
solution and explore Lab diagram.

2.1 Deployment use case

A Joint F5 + Flowmon solution is deployed “out-of-path” and provides an out-of-band DDoS mitigation of L3-
4 volumetric DDoS attacks. It's a simple and convenient solution that leverages the existing IT infrastructure
to provide traffic flow information.

Flowmon Collector appliance receives NetFlow/sFlow/IPFIX from edge routers while Flowmon DDoS De-
fender uses i/eBGP/Flowspec to route the traffic to F5 DHD/AFM appliance. F5 DHD/AFM DDoS profile,
VS and other parameters provisioned dynamically through iControl REST.
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2.2 Lab blueprint setup

Lab blueprint is deployed in Oracle Ravello cloud with access from F5 UDF portal. All Flowmon elements
are pre-configured, F5 AFM VE resources are provisioned and network is configured.
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2.3 Licensing

BIG-IP is licensed automatically.

Evaluation license has been applied to Flowmon Collector/DDoS Defender. Please contact Lab admin if
there are issues with any lab elements.

2.4 Other considerations

Note: Router1 is configured to export sFlow with sampling rate of 1

Note: Learn about sFlow:

https://sflow.org



https://sflow.org

Module — DDoS Attack

In this module you will prepare for and launch a SYN flood DoS attack. You will need an active RDP
connection to a Linux Jumphost to perform all necessary prerequisites

3.1 Prepare traffic visualization and monitoring

» Connect to Windows jumphost using RDP
* Open SSH connections to Router1 and Router2

+ Verify Router1 BGP configuration. Protected subnet 10.1.30.0/24 should have a Next Hop defined as Rout
show ip bgp

|vyos@vrouter1:~$ show ip bgp

BGP table version is @, local router ID is 10.1.10.243

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.1.10.0/24 0.0.0.0 1 32768 i
* 10.1.30.0/24 10.1.20.244 0321
*> 10.1.20.244 1 021

Total number of prefixes 2

« Start interface monitoring in Router1 and Router2

monitor interfaces ethernet




vyos@vrouter1:~$'monitor interfaces ethernet

vyos@vrouter2:~$ monitor interfaces ethernet

interface: ethl at vrouterl b
# Interface RX Rate RX # TX Rate TX #
vrouterl (source: local)
@ ethe 66.008 1 417.00B 2
| e th1 0.008 0 0.008 °
2 eth2 0.00B /] 0.00B /]
| RX B
150.00 suwunnnnssskRinsnssnnnnnnnnnnnnnnssssssssssnnnnnnnnnnnnnnssns
| 125.00 «vvvnnnnnns K e ke e r e
100.00 ........... K v s s s nnnnnnnnnnnnnnn sttt
75.00 ... . ... Kt a s mssaamssannnasn i s
L R T T
P T L e £ L E &7 |
1 5 10 15 20 25 30 35 40 45 50 55 60 s
TX B
150,00 wuvuvunnsns®iuuu s nunununususnsn sy
125.00 wuvuvnnn s s®iu i nanu s i E s s sy
100.00 2uuuwnsnsssRisasssnnnnnnnnnnnnnnssssssssssnnnnnnnnnnnnnnssns
75000 cuvunennraaKiiun s ana s it e R s s R E s
N T,
25.00 ...... K v aKu s un s s nnnnnnnnnnnnnn st s [-0.03%]
1 5 10 15 20 25 30 35 49 45 50 55 60 s

Press d to enable detailed statistics

: ~ prev interface, v next interface, <- prev node, -> next node, ? help

interface: ethl at vrouter2 bmc
# Interface RX Rate RX # TX Rate X #
vrouter2 (source: local)
9 ethe 65.008B 0 361.00B 0
| 1 S ©.008 ] ©.008 ]
2 eth3 0.008B 4] 0.008B 4]
RX B
84.00 ......... K e wammmmsssssssssssnnnnnnnnnnnnnnns st snnnnns
70.00 ......... KK e aKe e mmmnnnnnn s s
L e R Y
L N AT e
P A L T,
14,00 o vvu i ¥eau®KeaaKeaanurnnnrssnnrnnnnnsnanssnnnsssnssssnsnnnnns [—-0.03%]
1 5 10 15 20 25 30 35 40 45 50 55 60 s
X B
84.00 ....iinernaKeaaKenn e a s s a it a
VY L I,
T I T
42.00 ..... * T
28.00 ..... T N T T
14.00 ..... K w ek K e ek wma st an s snnanasanansnnnnmas e annttanannnunnn [-0.03%]
1 5 10 15 20 25 30 35 49 45 50 55 60 s

Press d to enable detailed statistics

~ prev interface, v next interface, <- prev node, -=> next node, ? help

+ Select eth1 and press g to enable graphical statistics

Note: You may need to expand terminal window for graphs to appear

» Open Web Browser and click on BIG-IP AFM bookmark, then login into BIG-IP TMUI using admin

credentials

» Open DoS Visibility Dashboard in AFM TMUI
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Security » Reporting : Do : Dashboard

#5 - Dashboard Analysis URLLatencies  Sweeper Gustom Page

/g Statistics
:3, 3 iapps Last hour v Friday May 11, 12:41:00 - 13:41:39 Smin. v & Refresh
j’,j DNS m | 1250 ' 13:00 | 13410 13:20 13:30 13:40 El
(% SSLOrchestrator
Attack Duration Jons
[34) Local Traffic 0 | Network |se
[, Traffic Intelligence L]
(© 4) Acceleration = Attack IDs ]
o Q . Droppe...
7/ Subscriber Management 5
. z No data
==} Device Management g
H
\) Security
Overview =
12:45 1300 1305 1310 13:15 13:20 13:25 13:30 13:35 13:40 o UHEIeSTo U
Protocol Securi ~ Droppe...
o Critical @ High 1 Moderate M Low @ _xDrope.
Network Firewall
No data
Network Address Translation Attacks
Dos Protection
Event Logs o # of Attacks per Protocol o
Reporting Protocol = Applications ~
Debug Netwark Dashboard .
S EEE— 0
Options Dos Analysis e = Veotors~
Settings Sweeper DNS
£5) Network
Scheduled Reports. Custom Page siP
= Triggers
Disolav a menu for "httos:/12att3eha-Bace-4449-Recd a isibil g Network L

* In a new Browser tab click on Flowmon Web interface bookmark. Once Flowmon main menu opens,
click on Flowmon DDoS Defender icon and login using admin credentials

» Open Attack List in Flowmon DDoS Defender WebUI

5 rogram
= Flowmon  DDosDefender |~ ™™ 2 admin | x
Attack list

@ Attack List

€ Report chaptars D Attackstatus  Start time End time. Segment Liser,conmen 1A Jeols,

A Configuration 16 [JENDED  2018-02-06 14:28:00 2018-02-06 14:39:32 test_network (D @ Detected, (© ) Mitigation Start, © @ Detected, ’ ORI ]
15 [JENDED  2018.02.0511:37:00 2018.02.05 11:46:04 test network (3 () Detected, , ®Lm
14 [JENDED  2018.012409:47:00 2018.01-2409:55:32  test_network (D @ Detected, , oSl
13 [JENDED  2018.012409:30:30 20180124 09:40:32 test network (3 () Detected, , [oRSe I I
12 [JENDED  2018.0124 09:14:00 2018-01-2409:19:03 test_network () @ Detected, 3 €Y Mitigation Start, () Not Active, © , oSl I
1 [JENDED  2018.0123 15:31:30 20180123 15:36:33 test_network () @ Detected, (3 ) Mitigation Start, (9 Not Active, , ®oLm
10 (JENDED 20180123 15:24:30 2018.01-23 15:26:03 test_network (O @ Detected, (3 €Y Mitigation Start, © Not Active, € , oSl I
9 [JENDED 20180123 15:19:30 2018-01-23 15:21:04 test network (3 @ Detected, © €Y Mitgation Start, (3 Not Active, ¢ Not Confirmed, € Ended ’ oSl I
8 (JENDED 20180123 15:11:30 2018-01-23 15:13:03  test network (D @ Detected, (D €Y Miigation Start, (D Not Active, ¢ . © Not Confirmed, € Ended , ORI
7 [JENDED 20180123 15:07:00 2018-01-23 15:08:32 test network (3 @ Detected, © €Y Miigation Start, (3 Not Active, (3 € Mitigation Stop, (3 Not Confirmed, ( Ended ’ oL@ a

Note: Disregard any active alarms Flowmon may show in the upper right screen corner. These are artifcts
of this lab environment

3.2 Initiate DDoS attack

3.2.1 Run SYN flood (hping3) from Attacker VM

* Click on Attacker SSH icon to open Attacker VM ssh session
» From Attacker VM run SYN flood towards Web server
./syn_£flood

f5admin@attacker:~$ ./syn_flood

[sudo] password for f5admin:

HPING 10.1.30.252 (ens3 10.1.30.252): S set, 4@ headers + 1200 data bytes
hping in flood mode, no replies will be shown

» Observe traffic growth in both Router1 and Router2. After 15-45 seconds traffic will drop in Router2
due to DDoS detection and mitigation start
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interface: ethl at vrouterl bmon 2.0.1 B interface: ethl at vrouter2 bmon 2.0.1

# Interface RX Rate RX # TX Rate T # # Interface RX Rate RX # TX Rate X #

vrouterl (source: local) vrouter2 (source: local)
0 _etho 0 etho

66,008 1 13.34KiB

19 65.008 o 449.008 [
[ 1 [ST5 510.008 8 3.47MiB 2903 (1 ST¥ 12.74KiB 18 0.008 )
2 eth2 3.73Mi8 3116 0.008 0 2 eth3 0.008 [} 12.74KiB 18
RX B RX MiB
714,00 L. koxa.s - 3.59 ...
595.00 *.kkxx. 2.99
476,00 yorkknork 2.39
E T — 1.79
238,00 Horkknork . 1.20 .
119,00 soxkknrk, ... .. [-0.06%] 0.60 : (-0.03%]
1 5 10 15 20 25 30 35 40 45 50 55 605 1 5 10 15 20 25 30 35 40 45 50 55 605
X MiB ™ B
3.60 150.00 R
3.00
2.40
1.80
1.20 .
0.60 [-0.06%] xx . [-0.03%]
1 5 10 15 20 25 30 35 40 45 50 55 60 s 1 5 10 15 20 25 30 35 490 45 50 55 60 s

Press d to enable detailed statistics Press d to enable detailed statistics

~ prev interface, v next interface, <- prev node, —> next node, 7 help ~“prev_interface, v next interface, <- prev node, —> next node, 7 help

3.2.2 DDoS mitigation start

An ACTIVE attack with the new ID will appear in Flowmon DDoS defender ‘Active attacks’ screen. Flow-
mon dynamically provisions AFM DDoS profile and VS, and initiates traffic diversion to AFM using BGP
advertisement

Gold Sipor srve wil e s ot spor .
Flowmon  DbosDefender  ~ o Q=@ [mmaix

Attack list

@ Attack List

& Report chapters
ID  Attack status Start time End time. Segment Action status User comment. Tools.

& Configuration A, 17 EDACTIVE  2018-02-09 09:41:00 Active test_network (2 @ Detected, ( () Mitigation Start, () @ Detected 7 O L ae
)16 [TJENDED  2018-02:06 14:28:00 2018-02-06 14:39:32 test network (D @ Detected, (3 () Mitigation Start, ) @ Detected, © @ Detected, (3 Not Active, () () Mitigation Stop, (3 Ended ’ © Lo a
15 \_:\ ENDED 2018-02-05 11:37:00 2018-02-05 11:46:04 test_network (2 @ Detected, (& Mitigation Start, (£) Not Active, () @ Detected, () Not Active, (& leiga(mn Stop, (2 Ended rd @ LSO m a
14 [JENDED  2018.012409:47:00 2018-01-2409:55:32 test_network (D) @ Detected, (0 () Mitigation Start, & @ Detected, (3 Not Active, (3 £} Mitigation Stop, (0 Ended , © LB @

Action status %

Selected subnets
10.1.30.0/24

Scrubbing center actions
€2 Locking AFM
2 Connecting to main device
Configuring subnet 10.1.30.0/24

& Creating DDoS Profile
€2 Creating Virtual Server

2 Disconnecting from device

2 Unlocking AFM

Redirection actions
€2 Locking vyos1_router
& Applying redirection
€ Unlocking vyos1_router

Status: @ Success m
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3.2.3 BGP route change and traffic drop

» Router1 shows new route to protected 10.1.30.0/24 subnet

show ip bgp

vyos@vrouterl:~$ show ip bgp

BGP table version is @, local router ID is 10.1.10.243

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
> 0.0.0.0 18.1.1.1 4] 32768 ?

>110.1.30.08/24 10.1.28.245 160 @ i

K

Ve ds £6

Total number of prefixes 3

« As traffic is being routed through AFM, Router2 shows no significant network activity while Router1
still experiences high traffic load

® @ © vyos@vrouterl: ~— -ssh -p 47006 45143099-0361-4ac5-b7c5-137170113c34.access.udt5.com... | v ¥
interface: eth4 at vrouterl bmon 2.6.1 Jl interface: eth4 at vrouter2 bmon 2.8.1
# Interface RX Rate RX # TX Rate TX # # Interface RX Rate RX # TX Rate T #
vrouterl (source: local) vrouter2 (source: local)
0 eth3 117.008 1 8 0 eth? 119.008 1 217.008 []
E-ths 499.008 8 48133 - th 0.008 [} 10.22KiB 15
2 eths 90.14MiB 75372 g [} 2 eths 10.32KiB 16 41,008 []
RX B
630.00 ...... Kieiatatetatatantatatatatatatantatatatatatatantnsnnnnn
525,00 . skl SRR Rk , AR *
420.00
315.00
210.00
105.00 [-4.34%]
1 5 10 15 20 25 38 35 40 45 58 55 605
™

[-4.34%] 1.71 [-0.01%]
1 5 1@ 15 280 25 30 35 48 45 50 55 60 s 1 5 1@ 15 20 25 30 35 40 45 58 55 60 s
————————————— Press d to enable detailed statistics Press d to enable detailed statistics

~ prev interface, v next interface, <- prev node, —> next node, ? p ~ prev interface, v next interface, <— prev node, —> next node, 7 hel|

3.2.4 AFM DDoS profile and virtual server

Note: Flowmon uses iControl REST interface to provision necessary parameters in AFM

* In AFM TMUI Navigate to Security — DoS protection —> DoS profiles and confirm that the DoS
profile has been provisioned for the protected subnet

* In Local Traffic — Virtual Servers —> Virtual Server List confirm that VS with corresponding Attack
ID has been created

13



2 - | Vinual Sorver List |\

§yons v/ | satus | ~ Neme + Description + Application | + Destination | + Service Port| + Type | Resources |+ Partion Path |
@ omesistiroaorieon Founon 008 AtackiD 17 012002 Oty Fovaring(®) €t common |

3.2.5 AFM DDoS mitigation

In AFM TMUI navigate to Security —> DoS Protection —> DoS Overview and confirm that AFM is perform-
ing DoS mitigation using the provisioned DoS profile

Security » DoS Protection : DoS Overview

J 18 -~ DoS Overview DoS Profiles Device Configuration ~ | Signatures

View Filter
‘ Filter Type Dos Attack &) |
‘ Auto Refresh Disabled Refresh |
[ Enter vector Name v Attack Status || Average Aggregate EPS || c
Profile ‘mme ‘Sme=|Famllye|Laamlnge Context & - Aggregate @ |~|BadActor # | |-| Aliacked Destinaton  Current |1nun ‘ﬂnur ‘Agglugats|i
OTEO-test_-33-0xa011e00_dos TCP SYN flood Mitigate o Leaming OTEO- ) Dropped 9 Dropped @ None 39506 38125 0 39506 ]
test_-33-
0xa011e00
dos-device-config TCP SYN Oversize Mitigate @ Leaming Device ) Dropped @ None @ None 42515 40185 68 2515 c

Note: Statistics -> DoS Visibility TMUI menu provides graphical attack data

It may take up to ~5 minutes for DoS Visibility Dashboard to show our simulated DDoS attack. You may
need to click Refresh for data to appear

|| Firewall: Consistent
|| ONLINE (ACTIVE)

|| standalone

m Security » Reporting : DoS : Dashboard

1 -~ Dashboard Analysis URL Latencies Sweeper Custom Page

Dashboard Last hour v Thursday May 24, 15:09:00 - 16:09:18 5 min. Z Refresh
-

. . ) mmim ' 15:20 ! 15:30 !

Analytics

Performance Attack Duration

3.3 Attack stop

3.3.1 Stop SYN flood

Press (Ctr1-C) to finish the attack. Traffic will drop on Router1

14



# Interface RX Rate RX # TX Rate TX #
vrouterl (source: local)
0 etho 65.008 0 345.00B (]
1 S 0.00B [} 0.008 [
2 eth2 0.008B ] 0.00B [}
RX B
o L Kevurunn Kiwunns
470.00 .. iuiiie i *ok
376,00 ....iiiiiiiias i *ok
282,00 ..iiiiinsasaanasaanaaaan Fokok
188.00 «uvesvennennnnnrnsKunnnns « ook
94,00 ..iiiiinninnn LTS T M Skkk [=0,03%]
25 35 40 45 50 55 60 s
TX
[-0.03%]
1 5 10 15 20 2 30 35 40 45 50 55 60 s
— Press d to enable detailed statistics

Note: STOP HERE. It will take 5-10 minutes for Flowmon to mark the attack as NOT ACTIVE. This is done
in order to avoid ‘flip-flop’ effect in repeated attack situation

3.3.2 Mitigation stop

Flowmon DDoS Defender Attack List screen shows the current attack with status NOT ACTIVE. Attack will
transition to ENDED state when Flowmon performs Mitigation Stop routine

Gold Support service wil expire soon! Gold Support
servi sl

Flowmon DDoS Defender  ~ ice will expire in 6 day @ = 2 | admini | x

Attack list
Attack List
Report chapters " X 5
1D Attack status Start time End time Segment Action status User comment Tools
Configuration 17 (@ NOT ACTIVE 2018-02-09 09:41:00 2018-02-09 10:04:33 test_network () @) Detected, () () Mitigation Start, () @ Detected, (5 @ Detected, () Not Active rd Q@ L m o
Gold Support service will expre s00n! Gold Support
Flowmon DDoS Defender  ~ service will expire in 6 days! @ o 2 | adming | x

Attack list
Attack List
Report chapters
1D Attackstatus  Start time End time Segment Action status User comment Tools
Configuration 17 (JENDED  2018-02-09 09:41:00 2018-02-09 10:04:33 test network () @ Detected, (O @) Mitigation Start, (5 @ Detected, () @ Detected, () Not Active, () ) Mitigation Stop, () Ended ’ ® L ma
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Action status x

Selected subnets
10.1.30.0/24

Redirection actions
&) Locking vyos1_router
£ Removing redirection
& Unlocking vyos1_router

Scrubbing center actions
& Locking AFM
) Connecting to main device
Removing configuration for subnet 10.1.30.0/24

€2 Removing Virtual Server
& Removing DDoS Profile

& Disconnecting from device

£ Unlocking AFM

Status: € Success m

*It typically takes ~ 5min for Flowmon DDoS Defender to update attack status

3.3.3 AFM configuration, BGP route removal

As part of Mitigation Stop routine Flowmon removes BGP route from Router1 and Virtual Server and DDoS
Profile from AFM

show ip bgp

vyos@vrouterl:~% show ip bgp

BGP table version is @, local router ID is 18.1.18.243

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 0.0.0.0 18.1.1.1 @ 32768 7
k A A A i I 1 32768 1
1 @21

Total number of prefixes 3

In AFM TMUI navigate to Security —> DoS Protection — DoS Profiles

Verify that only default “dos” profile present

16



| Firewall: Consistent
; || ONLINE (ACTIVE)
7 | standalone

Main " | Abo security » DoS Protection : DoS Profiles
ol siain . DoSOveniew  DoS Profiles Device Configuration ~  Signatures Eviction Policy List (3
iApps ter dos profiles T Create
£ ons me | Viewin Partiion/Path
dos Overview Common

@ ‘SSL Orchestrator
Delete

In AFM TMUI navigate to Local Traffic — Virtual Servers —> Virtual Server List

Verify that Virtual Server matching Attack ID has been removed

Local Traffic » Virtual Servers : Virtual Server List

£+ | Vinual ServerList | Virtual Address List | Statistics

1 .
BT < Dssmpn] = Aopiaion [ Do Soves o Tpe] Fesoures] & pasn pan|
Norecors o sy \

Congratulations! You have successfully completed the lab!
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